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Circular Ref. No: 01/2021

To All Intermediaries
Sub: Advisory on Cyber Security Awareness Programme

There has been an increase in cyber frauds and crimes due to increase in the Information and
Communication Technology (ICT) penetration as well as Work from Home and Work from remote
location within the financial sector due to the pandemic.

To mitigate against cyber security threats emanating from Work from Home and Work from remote
location and to reduce the attack surface for malicious cyber actors, all members are requested to
create awareness on importance of cyber security amongst their employees, stake holders and
investors as applicable to their environment.

In this regard, NSE Clearing had published various advisories and circulars from time to time on the
following topics. The circulars are enclosed in Annexure A.

Sr.# | Date Circular No. Subject
1 | April 29, 2020 NCL/CIS/44247 | Cyber Security Advisory: COVID-19 based Cyber
Attacks
2 | April 30, 2020 NCL/CIS/44263 | Cyber Security Advisory: Precautionary measures in

wake of COVID-19 outbreak

3 | September 18, NCL/CIS/45748 | Cyber Security Advisory - Prevention of DDoS
2020 Cyber-attacks and Cyber Security preparedness
4 | October 30, 2020 | NCL/CIS/46205 | Advisory regarding remote access and
telecommuting
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To facilitate the members with the Cyber and Information Security Awareness Programme, please find
the awareness content on the below listed Cyber and Information Security topics that NSE Clearing
has prepared is enclosed in Annexure B. You may wish to disseminate the same to your clients as
appropriate.

Sr.# | Topic Medium
1 Email Wallpaper/Poster
2 Email Screensaver images
3 Password Security and threats Wallpaper/Poster
4 Password Security and threats Screensaver images
5 Phishing Wallpaper/Poster
6 Phishing Screensaver images
7 Social Engineering Screensaver images

All members are requested to take note of the above and take necessary steps.

For and on behalf of
NSE Clearing Limited

Chief Information Security Officer
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